CVE-2025-20333, CVE-2025-20362,
CVE-2025-20363

Rezumat

CVE-2025-20333- VPN
Web Server Remote Code
Execution

CVE-2025-20362 —
WebVPN access-control
bypass (unauthorised
access to restricted
endpoints)

CVE-2025-20363 —
HTTP Web Services Code
Execution
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Trei vulnerabilitati critice/inalt-prioritare afecteaza componente web si WebVPN ale produselor
Cisco (ASA / Secure Firewall FTD / IOS family). Doua dintre ele permit executie de cod la
distanta (RCE), iar una permite bypass de autorizare (acces neautorizat) la endpoint-uri WebVPN.
Exploatare ,,in-the-wild” a fost confirmata; lanturi de atac documentate combina bypass pre-auth
cu RCE post-auth. Prioritate: critic — aplicati patch-urile imediat $i implementati masuri
compensatorii daca patch-ul nu poate fi instalat imediat.

CVE

Descriere: Vulnerabilitate in VPN Web Server (WebVPN) care poate conduce la executie de
cod la distanta pe dispozitivele afectate cand un utilizator malicios exploateaza anumite cereri
catre serviciul WebVPN. Exploatare activa confirmata.

Produse afectate: Cisco Secure Firewall Adaptive Security Appliance (ASA) Software si
Cisco Secure Firewall Threat Defense (FTD) Software (VPN Web Server).

Ramuri / versiuni afectate (sintetizat din source):

v' ASA:9.16, 9.17, 9.18, 9.19, 9.20, 9.22.

v FTD:7.0,7.2,7.4,7.6.
Versiuni fixe recomandate:

v’ ASA:9.16.4.85 - 9.17.1.45 - 9.18.4.47 - 9.19.1.37 - 9.20.3.7 - 9.22.1.3.

v FTD:7.081-729-7.4.24-76.1.

Situatie actuala: Confirmata exploatare in-the-wild; atacul necesita cont VPN valid (post-
auth). NVD si Cisco mentin evaluarea de RCE pe ASA/FTD.
Lant tipic: in practica, multe incidente folosesc 20362 (pre-auth bypass) — 20333 (post-auth
RCE). (Sinteze Tenable / alti furnizori confirma inclusiv atribuirea catre UAT4356 / Storm-
1849).
Conditii de exploatare:

% Buffer Overflow prin depasirea limitei de 8192 de octeti pentru campul "boundary".

» Stack Corruption pentru a controla fluxul de executie.
+«» Shellcode Execution cu privilegii de root pe dispozitiv.

Descriere: Vulnerabilitate care permite accesul la endpoint-uri care ar trebui sa fie
restrictionate (bypass de autorizare). Aceasta este adesea folosita ca pas pre-auth/recon inainte
de a lansa ulterior RCE (ex.: CVE-20333). Exploatare activa raportata.

Produse afectate: Cisco ASA si Cisco FTD — componente WebVPN / Web Services.
Ramuri / versiuni afectate:

v' ASA:9.16, 9.18, 9.20, 9.22, 9.23.

v' FTD:7.0,7.2,7.4,7.6,7.7.
Versiuni fixe recomandate:

v' ASA:9.16.4.85 - 9.18.4.67 - 9.20.4.10 - 9.22.2.14 - 9.23.1.19.

v' FTD:7.0.8.1-7.2102-7.4.24-76.2.1-7.7.10.1.

Conditii de exploatare:
Exploatarea se realizeaza fara autentificare (pre-auth).

Interfata ,,outside” cu WebVPN activa este suficientd pentru initierea atacului.
Exploatarea consta in transmiterea unor cereri HTTPS specifice catre endpoint-uri
WebVPN care nu efectueaza verificarea autorizarii.

% Ocolire mecanisme de autorizare prin manipulare directa a cererilor.

% Utilizeaza cunostinte despre URI-uri interne ale WebVPN.

Descriere: Vulnerabilitate in serviciile web (HTTP/HTTPS) ale unor platforme Cisco
(inclusiv 10S/IOS XE/IOS XR si componente web ale ASA/FTD) care poate permite executie
de cod la distanta prin input-uri HTTP nevalidate/incarcare de payload craftat. Documentele
vendor mentioneaza impact atat pe plan de management (HTTP/HTTPS) cat sipe
componente Web Services.

Produse afectate: 10S, I0S XE, I0S XR (module web services); ASA / FTD (componenta
web services).
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Impact estimat

Referinta

CERT Gov
info@cert.gov.md

e Ramuri / versiuni afectate (sintetizat): variaza in functie de family/version; advisory-urile
contin tabele detaliate pentru fiecare tran IOS/ASA/FTD (consultati sectiunea ,.fixed
releases” din advisory pentru lista completa).

e Compromitere completa a dispozitivului (control configurare, trafic, chei, sesiuni).

e Lateralmovement intern (posibil acces la resurse sensibile), manipulare ACL/NAT,
persistence (backdoor).

e Operatiuni critice afectate: conectivitate VPN, acces de management, separarea planurilor de
trafic.

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-

webvpn-z6xP8EUB
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-
webvpn-YROOTUW
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-http-
code-exec-WmfP3h30

https://nvd.nist.gov/vuln/detail/cve-2025-20333

https://nvd.nist.gov/vuln/detail/cve-2025-20362

https://nvd.nist.gov/vuln/detail/CVE-2025-20363
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